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1. Introduction

1

T]'li: PEI.II.'}I' Durrument l:;n:i'n:l.:: a”. ﬂ.!PEEl:I of :H:cur.i.[}' Euﬂﬂunding cunﬁdentia.]
company information and its protection in order to achieve organizarional goals.
This pelicy must be distributed amongst all company employees. All company
employees must read this document in its entirety and sign the form confirming

they have read and understood this policy fully,

The Company shall observe the International Standards Organization (130],
wherever feasible, to adopt best practices, which are widely acceptable and relisble.

z. Purpose

The policy provides the security foundation necessary to protect the company's

Information Assees |:|:,r:

Establishing an information security architecture (or standard security controls;
Defining organizational roles and responsibilities for information security;
Developing and reviewing the Information Security Policy;

Monitoring and measuring the implementation of the Information Security Policy;
and

Dﬂ'l’flﬂpiﬂﬂ and ﬂqhverjng A program to maintain information SEI:'IJ.'I.'EE}I' aAwWarstiess,

3. Roles and Responsibilities

Management - The Board of Directors of the Company, et such other autherity a5
may be designated by the Board, must have in place a framework which would
provide adequate safeguards to protect sensitive information, ensuring compliance
with various regulations and to guard the future of the organization,

Chief Securiry Officer -

a) The Chief Security Officer (C50) (or equivalent) is respn:msib]e for
overseeing all aspects of information security, including but not limited 1o
the following:

(x} Creating and distributing security policies and procedures. It is
required that all employees confirm that they underscand the
content of this security ]:nl:h:_-,r document

(2) Monitoring and analysing security alerts and distriburing
information to appropriate information security and business unit
management |:||=|.':1:|r|.'r|.-|.-|..

(3} Crea.tin_g and ﬂi_srrjhuring H:uril—_',' incident TESpOnSE and escalation
pmcedurﬂ that would include maintaning a Farmal SeCurity

awareness program for all employees.
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b) The CS0 shall be appointed by the Board of Directors of the Company or
such other authority as may be designated by the Board and all the team
members/ employees subordinate to CS0O will be appointed by the Human
Resources Office in consultation with the C50;

c) The CSO shall have adequate number of team members under him, to ensure
adequate efficiency and effectiveness in performance of the tasks. The
employees reporting to CS50 must possess all the skills required to perform
their tasks well and the C50 must have access to such tools and techniques
which help in establishing security systems in the Company;

EEI There should be clear sEgrEgation between the role of C530 and the IT
ﬂivi:in‘nr to ENsure co nﬁl:'.:ntia],il:].f nf d:ta :.nd intggr:ir}r Iy process ﬂ::m.r. Thii
must clearly be defined in the terms of appointment of CS50 and the
employees in the IT division,

Information Technology Officer - The Information Technology Officer {or Chiefl
Technology Officer or equivalent) is an officer whao is primarily responsible for the
development and implementation of information technology systems in the
organization and who is designared as such by the Board or the senior management
of the Cﬂm]:an_'gr. He must work in consonant with the C50 and ANy matter which
may have a material bearing on the security and IT Functions of the Company,
miust  be Emm:u:li:ln:l}- rcp-:lrt-l:d. o 0S50 El}r him. He shall condect da ify
adminisr.far.'we .:||.1.|:| t:ch.nil::.i ﬂPEﬂt'iEll'lll IIHI:IJ'I.'III'}I' Fn:lrmduws {fn:l-r E;l;n.mpig‘ UERE

account maintenance Prﬂl:l:i:luﬂ::, and l"-""E review prnc:d.ums}.

System and Application Administrators - System and Application Administrators
will be primarily respensible for continuous operation of information technology
systems of the organization. The ITO shall be responsible for appointing or
designating such number of persons as System and Application Administrators, as
it deems fit. They shall ensure thar the all the IT resources of the arganization are
intact and performing efficiently. They shall:

a) monitor and analyse security alerts, information and distribute them o
appropriate personnel;

b) administer user accounts and manage authentication;

el monitor and control all access to data;

d} maintain a list of service Fn;widers;

&) ensure there is a process for engaging service providers including proper

due diligence prier to engagement.

Human Resources Office - Apart from other functions carried out by it, the
Human Resources Office {or equivalent} is responsible for rracking employee
participarion in the security awareness program and ensure the following:




a)
b)

c}
d)

that the awareness programs are facilitared ar least once annually.

that the employees acknowledge in writing at least annually thar they have
read and understand the Company's information security policy;

that the wrirten contracts with service providers adhere to PCI-D55;

that the written contracts with service providers inelude acknowled gement
or responsibility for the security of data by the service provider.

1Jser Mlnl.gtl.‘ = [Jser M.:.'n:gm;{:} shall he TEspOT sible to ensure continuous support

scwicu (=] I‘J.'LE WEEr. TI.'lEIII I\EIE wnul:I ht <=] 'PT;I'I’.LII“}I' Actk as an i.'l.'l!ErI'-ﬂI:E lhl'ﬂl.l.sl‘.l

which ugers can interact and ]:'I;u;r. AMY TROUESTS. A user ma nager u.-.uall:.r shall have

access/ right to modify or change user p-rufih: and related data,

Other General Roles and Responsibilities of Employees - Employees handling
sensitive data should:

a)
b)
c)
d)

)

i)
P
k}

)

Handle Company's & clients’ information in a manner that fits with their
EEMSILIVIEY;

Omnce confidential dara has been entered, its integrity and privacy must be
protected on the databases and servers where it resides;

The information data must be available to the users and should be protecred
against loss of use to ensure uninterrupted flow of business operations;

The Compiny reserves the right to menitor, access, review, audit, copy,
store, or delete any electronic communications, equipment, systems and
network traffie for any purpose;

Lse of e-ma i.|.r internet and other i:-n-mpa.n],r resources Lo ENEAEE I ALY ACL10n
that 1z d!l'-:ll-:n:i.vrr li'lr::trn‘ingr dimiminitnr}rl d.f[.‘l.rl'k:lr.'u‘_i_.rr sla |.‘LE|-Et'|:'|1.'uJ
Pﬁrnugra]:ll'ri.:, |:r|:|1||:\v=1'|.-|:J !'l.:lra.:si:ng or ﬂ]:gal s sl:ril:tl.],r prnhEErEr.cd;

Da ot I:EIISII:LDS.I' per=on nel infr_'-rm.lt'iﬂn u:nlesl :uthnl‘i:ﬂ:‘]

Keep passwords and accounts secure;

Prior approval from management to be obtained to install/ establish any new
software or hardware, third party connections, etc;

Always leave desks clear of sensitive data and lock computer screens when
unatrended by pressing the window key along with letter ‘L%

Employees should ensure thar technologies should be used and setup in
acceptable nerwork locations.

All PCs, laptops and workstarions should be secured with a password-
provected screen saver with the automatic activation feature.

All Point of Service (FOS) and PIN entry devices should be appropriately
protected and secured so they cannot be tampered or alrered.

Since information contained on portable computers is especially vulnerable,
apecial care should be exercized in there usage.

Postings by employees from a Company email address to newsgroups should
contain a disclaimer stating that the opinions expressed are srricely their own




and not necessarily those of the Company, unless posting is in the course of
conducting business duties,

a) Employees must use extreme caution when opening e-mail attachments
received from unknewn senders, which may contain viruses, e-mail bombs,

or Trojan horse code.

4. Identification and Classification of Information Assets

2.

"Information Asset” is a callective body of information, stored in any manner and
recognized as having value for the purpose of enabling an agency to perform its
business functions, thereby satisfying a recognized agency requirement,

The primary responsibility of identification and classificasion of Information
F\.SEEEE reste 1-‘ul'l.ﬂ"l. th.t CSU. Ht n‘l.i].r d.-el.-r:gjt: I'.|.1.: process tox |'|i= sul:rﬂrd.in.ltes wh_ia_'h
may sub-delegare the sime 1o junior level employees. Since, this is a continuous
process, reporting must be done through the chain of command.

A derailed inventory of Information Asset with distinct and clear identification of
the asset must be documented and maintained in the following manner -

l} [dentification of assets;

b) Documenting and maintaining asset inventories;

e}  Loss, theft or misappropriation of assets,

Information Assets can be classified in the following mannec:

a) Assets depicting similar natwre muse be grouped together under one
classification. For e.g. All information related to credit should be classified as
financial assets;

k) 'Dnl}r those assers should be identified which POSSCES value to the ﬂnmp:an}!
and add to further the business activities of the Company;

e)  Mere sources of infermation should not be confused to be Information Assers;

d) Single data unit should not be considered as Information Asser;

e) Classification should be recorded well, in terms of nature, name, brief
deseription of the asset, value crearion and areas affected, to name a Few:

£) Any information must be verified with its source before its classification and

record-keeping,

5. Access Control Policy

L.

Authority to access and usage of [nformation Assets and other IT processes should
be clearly defined in the roles and responsibilities of terms of contract with each
employee in the chain of command.

Access is allocated in terms of authority and chain of command and by means of
a unique Active Directory account and complex password, and the password
should not be changed unless directed by the £SO or any other authority delegated

by C50.
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.

IL,

Administrative access invr.]uding ACCREE ;ﬂequ::e ta p-erF-l:lr.n‘l. execarion tasks are
appropriately provided to junior level employees based upon the use and their
respective roles;

The allocation of privilege rights (e.g. local administrator, domain administrator,
super-user, root access) shall be restricred and controlled, and authorization
provided jointly by the systemn owner and 1T services. Technical teams shall guard
against issuing privilege rights 1o entire teams to prevent loss of confidentialicy,
Every user should attempr 1o maintain the security of data at its classified level
even if technical security mechanisma fail or are absenr,

Users electing to place information on digital media or storage devices or
maintaining a separate database must only do g0 where such an action is in accord
with the daca's elassification,

F:ﬂwnrﬂ ;is:uin.g, st‘rmg't]'l n:ql.l:g'n:menl.‘::. cl'tang'i:n.g :.nl:l i:n-t'tl:l.'r.'hl. w:'ll hE LA l'I.E.EvEd
through formal processes.

Users shn.ﬂ I:r-m;n-me '|_:.:1'_r|.|'|'inr w:il;h nncl n|:|i.|:1e |:|r!," the {:-nmpan:,r Pul:i-tié&, srandarcds
and guidelines for appropriate and acceptable usage of the networks and systems.
Access for remote users shall be subject to authorization by IT services and be
provided in accordance with this Policy. No uncontrolled external access shall be
permitted to any network device or networked system.

Access control methods include logon access rights, Windows share and New
Technolegy File System (NTFS) permissions, user account privileges, server and
workstation access rights, firewall permissions, Internet Information Services
(IIS8) intranet/extraner authentication rights, Structured Query Language (SOL)
database rights, isolated nerworks and other methods as necessary.

A formal process shall be conducted at regular intervals by system owners and
data owners in conjunction with 1T services to review users’ access rights. The
review shall be logged and IT services shall sign off the review to give authority
for users’ continued access righta.

6. Personnel Security
.

Appropriate background checks (such as criminal and ceedit record checks, wirhin
the limits of the local law) must be pnrfﬂrm:d- Appropriate credentials for fat:iiit}'
personnel, with privileged access like Systern and Application administracor, and,
as appropriate to protect the Company in the event of misuse of data or fraud before
Personnel using the devices should be trained about handling the POS devices.
While using, they should verify the identity of any third party personnel claiming
to repair or run maintenance tasks on the devices, install new devices or replace




7. Physical Security

Access to sensitive information in both hard and soft media format must be
physically restricted 1o prevent unauthorized individuals from obtaining sensitive
data.

Persennel should ensure that they have appropriate credentials and are adequarely
authenticated For the use of Tzchnntngjrs,

Personnel should ensure that technologies should be used and setup in acceprable
network locations,

Personnel shall keep their passwords secure and nor share private information of

their accounts.

8. Maker-checker

L.

The company shall automate conirals by intreducing & computer program with
logical apeess, segregation of duties and maker/checker controls to minimize the
chance of Fraudulent payments. The user manager {Primary,/Secondary) can play
dual role as Maker/Checker,

However, maker cannot check/authorize the transactions made by him/her, User
manager will have access to all the menus svailable to different wsers. This will
reduce the risk of error and will ensure reliability of information.

g. Information Security Incident Management

Security incident is an event that may resulr in:

a) degraded system integrity

b} loss of system availability

¢)  diselosure of confidential information
d) disruption of activity

E::l financial loss

Eﬂ l:gal BCEROAY

g} unauthorized access to -H]:l']:lli.Cit‘iﬂl."lﬁ

h} loss of data

The Cempany shall observe 1SO/IEC zyoss-r:2e16, in dealing with security
incidents in the organization.
The company shall have the following responsibilities with respect to incident

FESpHOrSe:

a) Work with the information security comm unity to make recommendations
for securing networks, systems, and applications,

b} Educate C50 and end users on the goals and operations of the Company;




c)

d)

h)

Drefine the process by which the company responds to computer security-
refated incidents such as computer viruses, unauthorized user activiry, and
cerious software vulnerabilities.

Provide a service level for the company’s response to computer security
incident r\ePnrting and adwvisories that are received From  extermal
organizations, that may have a potential impact on company's computer
s}r:tzms.

Promote computer security risk awareness so the personnel are better
prepared to handle incidents.

Take actions to verify that an incident actually occurred upon learning of a
potential incident and determine the scope and impact of each intrusion, to
prioritize actions accordingly.

Once an incident is verified/ validated, irs magnitude must be determined
and an electronic log of each such incident must be maintained.

All the incidents as recorded must be reported 1o the office of C50 or the
Management as such intervals as deemed necessary. Incidents which are
eritical and material in nature and which may affect the operations of the
Company must be reported forthwith to the CS0.

Review of existing management system is r:qu.i:rlzl:l based on the incidents
recorded, on a gquarterly ‘half-yearly basis, to ensure rhar sysrems remain

updated.

10, Audit and Log review
All ci'lnnges will be monitored once :hr.}r have been ralled=out to the prndurtinn
environment. [Deviations FI'\ETI'I dn:ign :Frriﬁnqtinns .:11-|:| test results W'il.l be

documented and escalated to the solution ewner for ratification and shall form

part of audit trails.

1. Pﬂl‘ii.'? Review

This Fn]'ic}' must be reviewed 1:!}! the Board at such intervals as may b n:ql.l.l'n:ql.




