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1. Introduction

. The Board of Directors {the “Board”) of Deevee Commercials Limited ('the
Company') hereby adopts the Change Management Policy (“Policy™), as required
by the RBI vide its Master Directions - Information Technology Framework for
the NEFE Sector |:|=.b=-|:1 JIJTI.‘I'." ﬂ-, 2017.

2. The Eua:n:‘ ar I;_|'|.r. Riﬂ-: Mana gement Committee of the Eﬂa::'r 51.1bi~E1:[ £}
confirmation by Board, may review and amend this policy from time 1o time.

2. Purpose and Scope

. Change management refers to a formal process of making changes to the
Information Technology (‘IT') systems of the Company in line with the changing
needs of the customers and business, The geal of change management is to increase
awareness and un:ll:r.ll.‘.a.nd.l'ng of Fmpus::l :hangz: ACTOSS Al organization and to
ENSUrE that all l:]'l.:ng_t: are m:.l:l-l: tri-a t!‘:nug]‘lt:l'-ul way Ity u‘:‘d-!l.‘ BO MTLITEEIL B any
adverse incidents and :!j.-.'rupl'.i.nrl. to services and maximize the value ro customers

and Eru.r.:in-l.-:: n-F 1:]11:- 'C-nnmpa Y.

. The purposs 4:|'E t|1'is Fl_‘ll'il,'.':'? 15 EO Est:hiish El‘.i.]'l.l:l.l.l.'i]: Pru:zdun:: For mn:ging cl'i:ngé
requests in an agile and efficient manner, in an effort to drastically minimize the
risk and irn.Fn.ar.f E rh:nge which can have an the business nl:lcr.a.i:'iui‘l_t afl the
Company. Ensuring effective change management within the company's IT

environment is extremely important in ensering quality delivery af IT services.
3. Fundamentals

L The system of change management within an erganisation should start leng before
the change is proposed. In order to minimize oceurrence of any avoidable changes,
it is crucial to aversee proper imp]ern:l:ntn.linn of an IT project in the first ]:uiar.e.
This part of the Policy deseribes the definition of Informarion Technology CIT")

Chin_gl.- Management and its basic process.
z. [T Change Management

i IT Change Management is the process of requesting, analysing, approving,
developing, implementing, and reviewing a planned or unplanned change
within the IT infrastrucrure, The Change Management Process begins with
the creation of a Change Request within the company's selected technalogy
platform. It ends with the satisfactory implementation of the change and the
communication of the result of that change to all interested parties. Further,
'‘Reporting’ shall be s pare of the entire process, at every step of the way,




3.  The IT Change Management Process

i Change management is a continuous improvement within [T systems of the
Company and it generally includes the following steps:
a) Prioritize and respond to change proposals
b)  Conduct cast-benefit analysis of the proposed changes
€)  Assessment of risks associated with the changes
d) ':Furlge im]ﬂtmimtatinn and monitoring

e) Continuous reporting

4. Types of Changes

The Company recognizes three types of changes based on approvals needed through the
l:]'LI.TLEE mAanagement process.

1. Standard Change
Srandard Change is relatively a low risk change with well-undetstood outcomes thar is
regularly made during the course of business. A Standard change follows pre-determined
processes and it is Pm—-appmued h}' the changﬁ MANAZEMEnNt Process. Tt may be made at the
diseretion of an individual EI.'I.'I.PID’}"-E-E. vaiﬂcd it has been defined as per the |.'|'|.=.|.1.g-r

management assessment process.

2. Significant Change
A Significant change is one that has a medium to high risk for critical services, involves
less understood risks, has less predictable outeomes, and/or is a change thar is not regularly
made during the course of business, being uncommon to the Company. Because of the
ability te affect downstream or upstream services, any proposed Significant Change must

be reviewed by the Change Advisory Board and authorized by the Change Authority.

3. Emergency Change
This is similar to a Significant Change, but must be executed with utmost urgency ie., it
seels immediate artention, There may be fewer people involved in the change management
process review, and the change assessment may involve fewer steps, but any Emergency
Change must still be authorized by the Change Authority, even in cases where the Change
Advisory Board cannot review the change in advance.

5. Change Management Process

. Prioritize and respond to change proposals
i The Change Advisory Board is responsible in prioritizing rthe change
requests and thereon responding to the same. Prioritizing ensures rthat
limired resources are allocated to those changes thar produce maximum

benefic

ii. Changes must_ha-ge




I_:I H:igh priority l'_'I'J.:II.'I.EE!- = i:I'IaTI.EEI- which are crucial for the
operational efficiency of the system must be allorred this cavegory.

1!:: Medium priocity thnngc: = :]'un.gl::. which are important, however,
their implementation can be delayed for a shorter period must be
categorized under medium priority,

c) Low priority changes - all changes that cannot be categorized
elsewhere, must be categorized as low priority changes,

fiils Once a change is prioritized, the Change Advisory Board must respend to it
High priority change must be responded Firer, followed by medium priority
change and low priority change.

2. Cost Benefit A.ml_?ui: of the -r:hmges pu'ni:-nnd
1. Changes proposed must be analyzed on the basis of cost invalved in making
the change and the benefit arising out of it. Change which are more
economical and maximize the benefir to the system and the business of the
Company should always be implemented in priority 1o other changes.

if. The real and 1.:In.gihi= benefits should ﬂul.wci.gl': the costs of m:]:ing the
changes. All the costs ro be incurred in the change management must be

listed down; basis their impact and area in which is impacted, The cost shall

|:i|!' tun'l.P:lr\td wi.l!l'l r]:e npp-ur'tun'it}' Ccosi |:|'F thl.- I.'I'LITLEE Pru]_:rﬂ:eﬂ.

3. Assessment of rizsks associated with the :h:mgun- Rizk and ﬂhmgt T}rpg
Matrix

Following is the procedure to use this matrix:
Step 1: Determine the priority level of the component or service.

Step 2: Then assess the risk of the proposed change to negatively impact that service - Le,,
lowr, medium or high.

The matrix shows whether the type of change is a Standard or Significant.

It is pertinent to note that an Emergency change is the same as a Significant change, but

with an expedited timeline.
Step 3t Caleulate the risk,

Risk can be categorised into the followings:

Insignificant: The same is very minimal in nature and can be dealt with easily.
Meoderate: The same is dee to certain factors which may cause sudden change in cthe
service, but it can be dealt with due care and proper monitoring.




1) Significantt The same is due to sudden unavoidable Factors which is unknown or
identified by the Company and requires major attention of the Company to control

I:|.1|= EEILIII:.

4. Change implementation and monitoring

i O'nce authorized, a change request or the change record should be handed
over to the release and deployment process for coordination and
collaboration with the appropriate technical and//or application management
teams for buEEd:inE, tzst{ng and -ﬂl:-'Fr]iJ:,r'ing the l;hgngz, Each l;h:.nge should
have remediation plans prepared in the case of an implementation failure.
Once building and testing are complete, release and deployment should
notify the change manager of the results and suggested implementation

requirements,

fi. The Change Manager should schedule sach CHANGE based on the
suggested implementation requirements and the management of business
risk. The Change Manager wsing a Forward Schedule of Changes (FSC) or
Change Schedule should communicate to all stakeholders upecoming changes
that may impact them. The FSC along with projected service outages (PS0),
or EIPEE[E& deviations in service :v:i.l:.hi.h'l:}r, will be taken into consideration
when :ulrrrd{n:t:ing chﬂ.ngﬁ imptcmrntat'i on. Release and D:Fh}rmtnt will be
I:'-E'Epﬂ-t‘l.s'i.h]! for imp]emznuﬂnn and roordination uFTr.a'i.n'inE needs,

iti. The Change Advisory Board, aleng with the other team members of the
Change Management Team should keep a constant wartch on the entire
process of implementation and make sure that work is being completed as

per the defined J:ni]i:.’..l:q-;n_es,
5. Continuous Reporting

i Reporting is a combination of smooth flow of communication with defined
and distribution responsibility and authority within the system, appropriate
feedback, and delegation of powers to take adhoc decisions as and when the

l'lrEEd. .:.riu 5.

ii. Reporting is an integral part of any change management process, Change
management planning should be intact, to make sure no loopholes are found
in the process of implementation, however, in case any discrepancy,
loophale, or failure is found, the respective dealing personnel must
immediately report to the Change Advisory Board, and any decision to tackle
with the same must be ralen forthwith.

f
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6. Fu]_icy Review

. The palicy must be reviewed by the Board of the Company, or where so delegated,
by the Risk Managemen: Committee or any commivtee or officer(s) of the
Company.

2. Review must be done on an interval of 1z months, and a5 and when the need arises.
The system must be flexible enough to incorporate any changes in the Policy, when
deemed necessary.

3. It is also the responsibility of the Change Advisory Board to regular report to the
Board and suggest any changes in the Policy, Regular reporting alse ensures that
the Board iz able to make decisions with respect to policy review at his own




A, The Change Management Process Flow

The Company has designed a standardized change management process that is sanctioned
by the Board, which will aid in quickly, economically and effectively managing changes
when they occur.

The C-hangt Manag&mem Process of the E-nmpa.njr includes the 'Fn:-“.l:rwing activities:

i} Create L:IE Hc-q uest 'F;:-r Chnn&t
b)  Review request for change

€) Evaluate Change

d}  Approve/ Authorize Change
) Co-ordinate Implementation

£} Review & Close Change Request

Create 8 Log the Request for Change (RFC)
A Request for change must be created by the individual, process or business unit requiring
the change. Depending on the type of change, an RFC record will contain varying
infermation necessary to make decisions for authorization and implementation of the
change, including, identifying information, a description, configuration item incurring the
change, 2 reason for the change, requestor's contact informarion, rype of change, timeframe,

costs, back out plan and business justification.

a. Review Request for Change (RFC)

Each Request for Change should be reviewed and prioritized by the Change authority For
business practicality. These requests can be rejected and returned to the submitter or
management as notification or in request of more detail. These unapproved changes should

be monitored and closed as needed.

b. Evaluate the Change
The Change Advisory Board (CAB) shall evaluate the changes. The CAB should consist

of various stakeholders such as the service owner, technical personnel, and/or financial

personnel to help evaluate the need for the change.

c. Approve/Authorize the Change
Change requests should be authorized prior to the implementation and each change muat
be autherized from the appropriate authority level depending on type of change (strategic,

tactical and ::p-:r:r:i-ana]:l,

d. Coordinate implementation
The CAB shall co-ordinate with varioygs




&. Review and Close Change Request

Lpan tl:-:ITIF-]_-I'T.'iﬂn aof the cha nge, a Post ]’mp‘l.cmznl:n.l:in-n Review (FIR), which is a ceview
of the detail implementation results, should take place to confirm the change has
successfully achieved its objectives. If successfully implemented, and the change was
associated with fixing and ercor in service all associated problems and known errors should
be closed. If not successful, the remediation plan should be activated appropriately.




B. Change Management Roles and Responsibilities

Following are the roles and responsibilities to be performed by the members of the

Management:

a. Change Requestor/Initiator
Initiator is the individual or business unit requesting a change. This individual should

pass.-"’t:ommunic‘ate every possible data about the change to the management.

b, Change Advisory Board (CAB)
The members of the Change Advisory Board provide a due diligence readiness assessment
and advice about timing for any change requests (CR) that are referred 10 it for review.
This aszessment should ensure that all changes to the IT environment are carefully
considered to minimize the impact on campus users and existing services. The CAB
members are responsible for;
® thoroughly reviewing all change requests, ensuring that they
o have undergone proper planni ng and testing;
o are planned to ensure the lowest possible risk to services;
o are coordinated so changes do not impact each other;
o are coordinated with the campus calendar to avoid times of high impact for
affected services
* providing advice regarding any additional measures that should be considered prior
to the change
* compiling an annual report tracking appropriate metrics including: success rate of
changes, business impact of unsuceessful changes, ete.

Any decision to move forward with a CR should include an advisory review by the CAB
in advance for significant changes and after the fact for Emergency changes.

The members of the CAB are appeinted by the Board of Directors of the Company.

c. Change ﬂwmrﬂl:mgerfﬁmﬁuriﬂr
The 'Chan.ge Manager or C-]'L-E.I.‘Igil‘: ..al.ur.l'l.nrit}r is the owner of the C[‘::ng: Management
process. The Company has designated Shri Pramod Bajoria, a5 the Change Manager. He
shall have the following roles and responsibilities:

#  review all change requests;

® reject requests with insufficient informartion;

o lead CAB meetings;

o identifies relevant TAB members;

® create and manage the Forward Schedule of Changes (FSC}:

® actas liaison in order to coordinate changes;




C., Doecumentation

All Significant and Emergency changes, evaluations and approvals should be docemented
to allow customers to understand what was changed, the reason it was done and the process

that was used to make a change,

The following are the two kinds of log, which the Company should maintain:

a. Change Log:
# All Significant and Emergency changes should be legged in the Change Log

o Standard changes may also be logged in the Change Log
o The Change Log should contain:

o What was :h;ngﬂl;

o Who made the i:h:rlge;

0 When the cha NEE Was made;

a Wh}r the change wax made (Reason/Comment).
b. Process Log:

All Significant and Emergency changes should be logged in the Process Log. The Process
Log should contain the following:
8 Test Plan and testing results;
s Risk assessment documentation;
» Communication Plan;
&  Deployment Plan, including back-out contingencies;
o  Peer review documentation (whether a review was conducted, what was reviewed
and how);
# CAB review documentation;
® [ndication of approval by manager or any other person;
» Reference o the related Change Log information (what/who/when/why);
# Post Change summary including successful or unsuccessful determination, related
incidents, rollbacks, and business impacts,




